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IDEM Identity Provider e Service Provider
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Nuovi Membri IDEM 2021-2022
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Università degli Studi di Enna "KORE"

Università degli Studi di TERAMO

Università degli Studi di Sassari

Università degli Studi della Basilicata

Università degli Studi di Foggia

Università della Valle d'Aosta

Luiss Guido Carli - Libera Università 
Internazionale degli Studi Sociali

Università Cattolica del Sacro Cuore

Scuola Normale Superiore

Università degli Studi "Gabriele d'Annunzio"

CISIA - Consorzio Interuniversitario Sistemi 
Integrati per l'Accesso

IRCCS MultiMedica - Milano

The Abdus Salam International Centre for 
Theoretical Physics

Archivio Centrale dello Stato

CRS4

Stazione Zoologica Anton Dohrn Napoli
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Partner e Risorse
Bononia University Press

MediaLibraryOnLine - MLOL

INDIRE

Il Sole 24 Ore

Zanichelli Editore

AICUN - Associazione Italiana 
Comunicatori d’Università

Weschool

Nuove Risorse
GARR Satosa Gateway (GARR)

IAM JUNO (INFN)

Collaborative Services (Politecnico di 
Milano)

UNIBO Service Gateway (Università 
di Bologna)

FORTHEM Unipa (Università di 
Palermo)

Alleanza FORTHEM (Università di 
Palermo)

Nuovi Partner e Risorse IDEM 2021-2022
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Popolazione e diffusione Atenei statali
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Popolazione e diffusione Atenei italiani (statali e non)

Studenti 2021 Atenei 2021
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eduGAIN

7

4015 
Identity 
Providers
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eduGAIN

8

4015 
Identity 
Providers

+ 11.6% Entities
+ 12.6% IdPs
+ 10.4% SPs
+ 3 Federations



Davide Vaghetti // Assemblea dei Membri della Federazione IDEM // 02/02/2022

Attività 
Servizio IDEM GARR AAI
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https://wiki.idem.garr.it/wiki/Configurazioni_Risorse_Editoriali

Attivazione accesso risorse editoriali

10

Chi devo contattare?

Quali dati devo fornire?

Quali attributi vanno rilasciati?

https://wiki.idem.garr.it/wiki/Configurazioni_Risorse_Editoriali
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Guida del Servizio: https://wiki.idem.garr.it/wiki/Erasmus_Plus_e_ESI

European Student Identifier

11

The MyAcademicID Identity 
and Access Managment 
Service provides Identity and 
Federated access 
management for the services 
of the European Student 
Card Initiative and the 
services directly supporting 
the digitisation of Erasmus+. 
The MyAcademicID IAM 
Service is provided by 
GÉANT using the 
eduTEAMS service.

https://wiki.idem.garr.it/wiki/Erasmus_Plus_e_ESI
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/programmes/erasmus-plus/node_en
https://www.geant.org
https://www.geant.org
https://www.eduteams.org
https://www.eduteams.org
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● Presentato al WS GARR 2021

● Lancio ufficiale fine Febbraio 2022

● In preparazione

○ Documentazione

○ Training

IDEM MDQ
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F-Ticks per IDEM
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● Basato su authentication event 

anonimi

● Raccolta statistiche 

centralizzata

● Architettura ELK

● Interfaccia pubblica

● Partecipazione a eduGAIN 

F-Ticks

F-Ticks



eduGAIN Security Team

The SheerID incident

Daniel Kouřil (CESNET)
Davide Vaghetti (GARR)
Sven Gabriel (NIKHEF)
Romain Wartel (CERN)



• What happened (in case you missed)?

• What did we do?

• The eduGAIN request

• SheerID Response

• eduGAIN Security Team 

Agenda



https://www.university-name.edu

● SheerID is a service provider that offers a service to 

verify the student status.

● On April 14th IDEM discovered that SheerID 

created a login page with the logo and the name of 

an Italian university.

● The credentials were used to effectively log into a 

university’s portal, bypassing the federated 

authentication.

● The day after SheerID suspended the service 

globally.

What happened?



On April 30 The eduGAIN leadership sent a notice to 

SheerID to express the concerns raised by the federation 

operators and to request:

● The list of all the institutions involved, federated or 

not.

● Starting date of the so called DSO system.

● Any data to assist in identifying authentication 

requests from SheerID’s DSO.

● A full security incident debrief that explains exactly 

how the user credentials were acquired, stored, 

used and disposed.

The eduGAIN request



On May 11 SheerID shared the requested information for 

the affected federated entities and the DSO system:

● It has been in use for 4 months.

● It covered 23 Identity Federations. 

● It has been set up for 159 Organisations. 

On June 3 and June 10 SheerID sent the remaining 

information for non federated entities:

● 37 Countries.

● 427 Organisation.

SheerID’s response



eduGAIN Security 
Team

Security incident 

communication workflow. 
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InAcademia
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Student verification services
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● soggetti commerciali

● servizi di scontistica 

● importati da eduGAIN “as is”

● nessun supporto lato IDEM

● privacy e trasparenza?

● ampiamente utilizzati in IDEM
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BLACKLIST

entità già registrate in IDEM
entità con problemi noti

Service Provider eduGAIN in IDEM
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eduGAIN Metadata

IMPORT

XML 
Cleanup
& entity 
Filtering

Merge with 
IDEM publishing

SP IdP
SP IdP

SP IdP
SP IdP

IDEM + eduGAIN 
Metadata

SP IdP
SP IdP

SP IdP
SP IdP
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Service Provider IDEM e eduGAIN a confronto
Rilascio attributi
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SP IDEM

IdP IDEM

Filtri attributi 
SP IDEM

SP eduGAIN

IdP IDEM

Filtri attributi 
LOCALI

Servizio 
IDEM GARR 

AAI
Filtri attributi 
R&S, CoCo e 

Custom

Filtri attributi 
R&S, CoCo e 

Custom
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InAcademia Flow
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InAcademia partecipanti e governance
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InAcademia Constitution

2. Governance and Governing Bodies

2.1 InAcademia Steering Committee

[...] Its members are:

● The InAcademia Service Owner
● A minimum of five nominated representatives of 

Participating Federations that actively support the outreach 
activities to their constituents, represent the best interests of 
R&E Identity Federations in the InAcademia service and 
have no conflict of interest. The number of representatives 
should be an odd number that enables effective steering and 
voting.

● An Executive representative of the Service Operator.  NEW
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